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DETECTIONS

Plugins v

Overview
Plugins Pipeline
Release Notes
Newest
Updated
Search

Nessus Families
NNM Families
LCE Families

Tenable OT Security
Families

About Plugin Families

Audits >
Indicators >
ANALYTICS

CVEs >

Attack Path Techniques

Plugins Settings -

Plugins / Nessus / 211670

PHP 8.3.x < 8.3.14 Multiple Vulnerabilities Language: | Engiish -
CRITICAL Nessus Plugin ID 211670
Information Dependencies Dependents Changelog
Synopsis Plugin Details
The version PHP running on the remote web server is affected by multiple vulnerabilities. Severity: Critical
Description D: 211670
The version of PHP installed on the remote host is prior to 8.3.14. Itis, therefore, affected by multiple File Name: php_8_3_14.nasl
vulnerabilities as referenced in the Version 8.3.14 advisory.
Version: 1.6
Note that Nessus has not tested for these issues but has instead relied only on the application's self-reported Type: remote

version number.

Family: CGl abuses
Solution

Published: 11/21/2024
Upgrade to PHP version 8.3.14 or later.

Updated: 5/26/2025
See Also

Configuration: Enable thorough checks (optional)
http://php.net/ChangelLog-8.php#8.3.14

Supported Sensors: Nessus
https://github.com/php/php-src/security/advisories/GHSA-Shgh-c84r-gjcv . .

Risk Information
https://aithub.com/php/php-src/securitv/advisories/GHSA-c5f2-iwm7-mma2
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